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ABSTRACT

This paper presents a novel approach for Detectiaticious Node in MANETs. MANET is a collection of
mobile nodes equipped with both a wireless tranteménd a receiver that communicate with each ottzebidirectional
wireless links either directly or indirectly. Theam objective is to prevent MANETSs from maliciousde by using cross
layer approach. Also we use encryption and deawyptif data’s that are to be transferred. Encryptiodone at sender
side and decryption takes place at the selectedhpde. If decrypted data at the destination mateligsthe data that was
sent by the server then only it is displayed atpthye node.
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INTRODUCTION

Ad Hoc Network is a method for wireless devicesglit@ctly communicate with each other. An examplamfad
hoc network is given in Figure 1 where it allows wireless devices to discover and communicateeaarp-to —peer
fashion without involving central access point. Qrighe best example is Bluetooth of a such netaoAay malicious
node in the network can disturb the whole processan even stop it. Several attacks like black jwiermhole, rushing
etc have been come into the picture under whiakgdimate node behaves in a malicious manner. duite difficult to
define and detect such behavior of a node. Thexefobecomes mandatory to define the normal ariitimas behavior of
a node. Whenever a node exhibits a malicious behawider any attack, it assures the breach of ggqunciples like
availability, integrity, confidentiality etc [4]. A intruder takes advantage of the vulnerabilitiesspnts in the ad hoc

network and attacks the node which breaches theiseprinciples.
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Figure 1: Example of Ad Hoc Network
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BEHAVIOR OF NODES

Normal Behavior: The Process of delivering packets from source n¢g)eto destination node (D),
while maintaining the basic requirements AvaildhiliAv), Accessebility (Ac), and Authentications A then It is called

a Normal behavior of nodes.

Malicious Behavior: “When a Packet is Not delivered from source Nodé&gspestination Node (d), It comes

under malicious behavior.
We can also detect malicious behavior if the follaybehavior occurs
» Delay: Malicious Node delay the Packets to forward fromrse(S) to destination (D).
e High Bandwidth: whenever nodes consumes high bandwidth, thenmiesaunder malicious behavior.
« Buffer Overflow: It fills the Buffer with fake Updates so thatstiinable to update genuine buffer.
 Message Tampering:Content of the packets may tamper.

» Fake Routing: Whether there exists a path between nodes oranwmiglicious node can send fake routes to the

legitimate nodes in order to get the packets aigturb the operations.

* Node Not Available: An intruder can isolate the node from taking parany operation so as to create delays

when the source node chooses another alternatilie pa

« Stealing Information: Information like the content, location, sequencenher can be stolen by the malicious

node to use it further for attack.

e Session Capturing:When two legitimate nodes communicate, a malicimate can capture their session so as to

take some meaningful information.

» Others: There are other ways also in which a node behavasalicious manner.
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Figure 2: Defined Algorithm for Normal & Malicious Behavior of a Node
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EXISTING SYSTEM
Watchdog

Marti et al. [17] proposed a scheme named WatchHagaims to improve the throughput of network viitie
presence of malicious nodes. In fact, the Watchstdgeme is consisted of two parts, namely, Watchatuy Pathrater.
Watchdog serves as an IDS for MANETS. It is resfmeasfor detecting malicious node misbehaviors hie hetwork.
Watchdog detects malicious misbehaviors by pronoigsly listening to its next hop’s transmissionalfWatchdog node
overhears that its next node fails to forward tlaeket within a certain period of time, it increasesfailure counter.
Whenever a node’s failure counter exceeds a pretfthreshold, the Watchdog node reports it as ehesling.
In this case, the Pathrater cooperates with théinguprotocols to avoid the reported nodes in fettransmission.
Many following research studies and implementatibage proved that the Watchdog scheme is efficieatthermore,
compared to some other schemes, Watchdog is caphlietecting malicious nodes rather than linkseSehadvantages
have made the Watchdog scheme a popular choite ifieid. Many MANET IDSs are either based on oredeped as an
improvement to the Watchdog scheme. The Watchdbgrse fails to detect malicious misbehaviors with phesence of
the following: 1) ambiguous collisions; 2) receivallisions; 3) limited transmission power; 4) falsisbehavior report;

5) collusion; and 6) partial dropping.
AACK

Sheltamiet al. proposed a new scheme called AACIS. dimilar to TWOACK, It is a combination of aleme
called TACK and end-to —end-Acknowledgement scheaeed ACK. Compared to TWOACK, AACK significantly
reduced network overhead while still capable of mt@ning or even surpassing the same network thmowty
The end-to-end acknowledgment scheme in ACK is shiomFigure 3. In the ACK scheme, as shown in beligure 3.
The source node(s) sends packet and all interneediaties simply forward the packet, when the Detstinanodes
receives packet, It is requires to send back alivegReverse order. If the source node(S) receivesAck packet,

then packet transmission is successful, Otherwisseis TACK scheme to sending TACK packets.
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Figure 3: ACK Scheme: The Destination Node is Reqréd to
Send Acknowledgment Packets to the Source Node

PROPOSED SYSTEM

The main objective of this project is using on datheouting protocol, we can improve the RoutingMANETS.
We use Route Request (RREQ) and Route Reply (RR&Rept to find the path between source and Dégtma

The other concept is to find malicious Node.

When any node initiates a route discovery to anatloele, due to malicious behavior it may fails aowfard the
packets or it may fails to broadcast the Route RsguURREQ), it may happen to other Neigbhours also.

Then communication between sender and receivenaproceed.
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In AODV routing Protocol, each node will sends bethessage to obtain information from its neightadter
Route request (RREQ) it forwards the packets tnetghbors.

After sometime, the node will monitor routing tatbteexamine which nodes is unable to forward thekpgand

RREQ message. The node which is unable to forwergackets and RREQ is identified as malicious.
RELATED WORK

Node A wants to transmit a packet to node B. Tahigy Awaits until the medium is free, requestingy means
of an RTS message (according to a transmissiorapility PTx). The message might, with probabilit@®L, suffer from
a collision if another node within the range ofénds an RTS at the same time. If there is no amtljsrode B replies with
a CTS message, which can also collide with a pitibaBCOL if a hidden node, located within the genof B but out of
range of node A, transmits some message at the tsameHowever, a CTS collision only happens ifrthes no previous
RTS collision and, therefore, being the actual @dlision probability (1 — PCOL)-PCOL. Once nodéhds accessed the
medium, i.e. neither RTS nor CTS collision has ol it transmits the desired data to B, which vdteive the packet
unless a channel error happens. This occurs withatility PERR. Thus, B will receive the packetreatly only if there

was no RTS collision, no CTS collision nor changebr.

B forwards
DATA

Figure 4: Flowchart for the Forwarding Process in MANETSs
Working of AODV Protocol

AODYV is a reactive protocol, i.e. routes to a givégstination are established on demand. If a nadslsa
connection, it broadcasts a route request mes&REQ) that would be forwarded by other nodes. Wdende receiving
such a message has a route to the destinatioendissa route replay message (RREP) backwards.whtke process is

known as route discovery.

In order to work properly, each node keeps trackhef nodes it can communicate directly, considexredts
neighbors, by listening for HELLO messages perialfijdoroadcasted by each node. To avoid unnecessargwidth and
energy consumption due to these messages, it imoonn MANETS to use a link layer-based procedoragdate the list
of neighbors. When a node starts sensing the mednnsending RTS messages for relaying a packetpribcedure
checks if the 802.11 RTS/CTS mechanism reachesighémum number of retransmissions, i.e. the maxinmumber of
RTS messages without a CTS reply. This value fo6Rilax is set to 7 by default in the protocol. Iclsa case,
AODV considers that the link is broken and inite mechanism called route maintenance. Once tieegure starts,

two possibilities may occur (Figure 4)
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Node A wants to transmit a packet to node B. Tahiky Awaits until the medium is free, requestihngy means
of an RTS message (according to a transmissiorapility PTx). The message might, with probabilit@®L, suffer from
a collision if another node within the range ofénds an RTS at the same time. If there is no amtljsrode B replies with
a CTS message, which can also collide with a pritihaBCOL if a hidden node, located within the genof B but out of
range of node A, transmits some message at the thameHowever, a CTS collision only happens ifrths no previous
RTS collision and, therefore, being the actual €dlision probability (1 — PCOL)-PCOL. Once nodéhds accessed the
medium, i.e. neither RTS nor CTS collision has ol it transmits the desired data to B, which vateive the packet
unless a channel error happens. This occurs withgtnility PERR. Thus, B will receive the packetreatly only if there
was no RTS collision, no CTS collision nor charerebr.
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Figure 5: Flowchart for the Forwarding Process in MANETSs

DATAFLOW DIAGRAM

A data flow diagram (DFD) is a graphical representation of the "flow" ofal@ttrough an information system.
DFDs can also be used for the visualization of gatacessing (structured design). On a DFD, datastéow from an

external data source or an internal data store iotarnal data store or an external data sinkawignternal process.
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Figure 6: Flow Chart
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CONCLUSIONS

This method gives a novel scheme to prevent MANE®® unauthorized access of data from maliciousenod

that cannot reach destination node as well as fdatarded from source node is also encrypted. $oattacker cannot

introduce himself as a source. Communication ishampered between source and destination. Ackngwiedt provides

the details of the communication whether the messageached or not. Due to the use of encryptiwh decryption,

the transmission of data is more secure.

FUTURE ENHANCEMENTS

Here we consider MANETS in our simulation. This aggzh can be applied into VPNs as well as in VANETSs

More type of files in advance to text and javadilean be taken into consideration. We can alsaidiecthe packet

dropping detection with this method so probabitifyfinding the malicious node will increase.
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